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COVID-19 Vaccine Provider Agreement 
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• In order to participate in the COVID-19 Program, 
providers must complete and sign the CDC’s COVID-19 
Vaccine Provider Agreement. 

• The signed agreement must be electronically uploaded to 
the CDC’s Immunization Data Lake (IZDL). 

• The Vaccine Provider Agreement System (VPAS) was 
developed to meet that need. 



VPAS 
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• Open Source 
• Deployed on Google Cloud Platform 
• Just 2 Months from Inception to Go Live 

• 09/15/2020 - Received VPAS Requirements from CDC  
• 11/15/2020 – Go Live (1st Release of VPAS) 

• Utilized by two different IIS 
• Utilized by hundreds of users for thousands of facilities 
• Frequent enhancements (with virtually no downtime) 
• Highly Usable 



Major Features - Provider Users 
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• Multiuser collaboration 
• Save & Resume 
• Sign & Lock  
• Submit to Awardee staff for review 
• Edit & Resubmit forms that had been rejected 
• Amend forms that were already approved 
• Automatic Email notifications 
• Auditing of all changes (who and when) 

 
 



Major Features - Awardee Users 
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• Rich support for document workflows 
• Dashboard with statistics 
• Queue of forms ready for review 
• Approve or reject forms with comments 
• Export approved forms to batch file (IZDL format) 
• Copy of exports automatically archived 
 

 



How to Handle Authentication Challenge? 
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• Thousands of new sites 
• CMO, CEO, and Vaccine Coordinator need access to VPAS 
• Identities are unknown to the IIS 
• Finding the right people 
• Creating accounts 
• Password resetting 
 



Authentication Strategy / Solution 
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• Passwordless authentication using “Magic Links” 
• NO provisioning of accounts, usernames, and passwords 
• Only need 1 trusted individual (with email address) for 
each organization 

• User may access VPAS when they prove they can access 
their email (i.e. retrieve their Magic Link) 

• User may invite/add additional users to VPAS for their 
organization 



Home Screen 
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Logon Screen 

9 



Email with “Magic Link” to VPAS 
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Section A Form - Collapsed 
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Section A – Organization Information 
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Section A – Responsible Officers 
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More Responsible Officers… 
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Section A – Read Agreement & Sign 
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Section B - Collapsed 
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Section B – Location Demographics 
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Section B – Location Demographics (cont.) 
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Section B – Facility Storage Capabilities 
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Section B – Storage Unit Details 
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Section B – E-Signature 
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Section B – Providers at this Facility 
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Life Cycle of a VPAS Form 
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Preparing to Submit an “In Progress” Form 
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Prevents Submission of Invalid Form 

25 

• Bullets 



Confirming Submission of Valid Form 
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“In Review” Now, but May Withdraw 

27 

• Bullets 



Confirming Withdraw 
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• Bullets 



Awardee Staff Review the Submitted 
Forms 
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• Review the form 
• Populate the “For Official Use Only” Fields 
• Approve or Reject (with comments) 
• Email notifications are automatically sent to Provider 
users 



Ex: “In Review” Form 
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Rejection Process 
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• Awardee staff may reject the form with comments 
• Status changes from “In Review” to “Rejected” 
• Email notification automatically sent to Provider 
• Provider clicks button/link in email 
• Taken to VPAS - to see rejected form and comments 
• Provider withdraws form, fixes problems, and resubmits 



Ex: Awardee User Rejects Form 
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• Bullets 



Email Notification Automatically Sent to 
Provider User 
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Provider User Clicks Button/Link in Email, 
Must Fix Rejected Form 
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How does a Provider Amend a Form that 
was Already Approved? 
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• Click to begin “Amendment” process 
• Original Approved version continues to be included in all 

exports/uploads to the IZ Data Lake 
• Amended version goes through its own 

editing/submission/review/rejection/approval process 
• When approved, the Amended version replaces the 

originally approved version 
• Amended version included in subsequent exports 
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Dashboard for Awardee Users 
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Exporting Form to Batch File for Upload 
to CDC Data Lake 
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VPAS Technical Architecture 
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• React - (user interface) 
• Node.js - (back end) 
• MongoDB - (database) 
• Firebase - (authentication, via emailed “Magic Links”) 
• Google Cloud Platform 

 
 

 



VPAS Cloud Architecture 
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Title 

41 



Migrating to VPAS 
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Awardee must provide VPAS Development Team with: 
 
• Extract of Approved Agreement Forms from current 

system (in CDC IZDL extract format) 
• Extract of any agreement forms that are in progress  
• Branding for web page header and footer 
• Revised text for existing email notifications 

 
 

 



Thank you! 
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